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Plan: The organization should... Act: The organization should...
— Define ISMS scope and policy Establish — Implement identified
— ldentify and assess the risks improvements in [SMS
— Manage risks through control — Take appropriate corrective and
objectives and controls preventive actions

— Prepare Statement of Applicability - h‘lli'air;;akinhcr::;nmunicatiﬂns with
all stakeholders

- Walidate improvements

Implement &
operate the ISMS

Maintain &
improve ISMS

Do: The organization should...

— Formulate and implement a risk
mitigation plan

Check: The organization should...
— Perform monitoring procedures

— Conduct periodic reviews of
— Implement controls selected to ISMS for effectiveness

mestihe contrelcpjectves Monitor & — Review level of acceptable and
Review ISMS residual risk
— Conduct internal 15MS audits at

planned intervals
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® A.5 Security Policy

® A.6 Organization of information security

® A.7 Asset management

® A.8 Human resources security

® A.9 Physical and environmental security

® A.10 Communications and operations management
® A.11 Access control

®* A.12 Information systems acquisition, development and maintenance
® A.13 Information security incident management

® A.14 Business continuity management

® A.15 Compliance
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